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6.F�µaµc�a« Sca³ì, FäaĀj Päpėpµø�¾µ aµj D���øa« 
F�µaµcp Iµøä¾jĀcø�¾µ
Digital finance may seem complicated and technologically advanced 4 how do you avoid getting lost in a flood of apps, 
alerts, and passwords? Don't worry. With this guide, you'll find a light at the end of the tunnel. Even more: you'll gain 
expertise in handling your digital money safely, so you can focus on enjoying life rather than worrying about hackers. Every 
tap on your phone, every click on a payment link, sends ripples through your finances. One wrong move could cost you time, 
money, or peace of mind. But that's exactly why understanding the basics 4 and the tricks 4 will put you ahead. Ready? 
Let's dive in.

Lpaäµ�µ� Ob¥pcø�ėpì
By the end of this module, learners will be able to:

Explain why scams are so effective online and whom scammers most often target.1.

Describe the major types of digital finance tools4and their associated risks.2.

Identify at least five common scam formats (e.g. phishing, Ponzi, romance, subscription traps).3.

Analyze the psychological tactics (fear, greed, social proof, trust) used by fraudsters.4.

Detect warning signs in real-world messages, emails, and links before clicking.5.

Demonstrate core safety habits: creating strong passwords, enabling 2FA, setting alerts, and safely managing free 
trials.

6.

Select and use at least two technical tools (e.g. an anti-phishing extension, a password manager) to bolster personal 
security.

7.

Outline the steps to take4and the organizations to contact4if they suspect or experience fraud.8.



W�Ğ Sca³ì Haáápµ
Imagine you're hanging out with friends, scrolling your phone, and a message pops up: "Urgent 4 your account has been 
locked! Click here to fix it." You feel your heart skip. You click. It looks legit... until the money vanishes. That's how fast 
scams can work.

Scams aren't just something that happens to "older people" or "other people." In fact, if you're between 15 and 24, you're 
more likely to be targeted than almost any other group. Why? Because scammers know you're digital-first, active on apps, 
testing out financial freedom, and often still learning how the system works. That combination makes you both powerful 4 
and sometimes vulnerable.

So why do scams work? Let's break it down with some real-life stories and explore what makes even the smartest people 
fall for them.



T�p Sca³ T�aø F¾¾«pj ø�p W¾ä«j: T�p Bpäµaäj 
Maj¾�� Sø¾äĞ
Let's start big. Bernard Madoff didn't trick one person or ten. He fooled thousands. Investors, charities, celebrities 4 even 
entire banks. His secret? He promised consistent profits, no matter what. That felt safe and easy. But here's the truth: 
Madoff wasn't actually investing. He used money from new investors to pay old ones. It's called a "Ponzi scheme." And it 
collapsed in 2008, leaving people broke, angry, and stunned.

Lesson: Even fancy suits and official-looking statements don't prove something's real. If returns seem too steady or too 
good, it's time to ask questions.



The Company That Lied to Everyone: Enron
You might not remember Enron 4 it crashed before you were born. But it matters. Enron was a huge energy company that 
faked its profits using clever accounting tricks. The company looked amazing on paper. In reality, it was drowning in debt. 
When the truth came out, it led to one of the biggest bankruptcies in history. Thousands lost their jobs, savings, and 
pensions.

Lesson: Big brands can lie. Always look at how a company actually makes money 4 and whether someone independent 
has verified it.



Sca³³päì Ę�ø� a S³�«p: T�p Fa¨p C�aä�øĞ Täaá
Right after a big natural disaster, emotions run high. People want to help. That's when fake charities show up. These scams 
might use real photos, made-up names, and pressure tactics like "Donate now 4 lives depend on it!" They set up websites, 
use stolen logos, and even send official-looking emails. But when you donate, the money goes straight to a scammer's 
pocket.

Lesson: Always check if a charity is real. Use official charity registers or review websites before you give 4 even if it's 
just a few euros.



T�p OG Iµøpäµpø Sca³: 
N��pä�aµ Pä�µcp E³a�«ì
This one's almost a meme. You get an email from a "prince" who needs help 
moving money out of his country. If you help, he'll reward you with a fortune. 
Believe it or not, these scams still work. Not because people are silly 4 but 
because scammers use emotional language. They say things like, "I've chosen 
you because I trust you." That feels good.

Lesson: If someone promises easy money for doing nothing 4 or needs 
you to "pay a small fee first" 4 it's 100% a scam.



T�p NpĘ Waėp: R¾³aµcp Sca³ì & CäĞáø¾ 
HĞáp
Romance scams: Imagine meeting someone on a dating app who seems perfect. They're supportive, kind, and& suddenly 
in trouble. They ask for a little money. Just this once. You care about them, so you help. Then they ask again. Then they 
vanish.

Crypto scams: An influencer says they've got a hot tip on a new coin. They show screenshots of massive earnings. You're 
invited to join early. You invest. Then the price crashes 4 because it was a setup. The scammers hyped it up, then sold their 
own coins while you bought in.

Lesson: Whether it's love or money, if someone you just met online wants cash or crypto, be cautious. Real relationships 
4 and real investments 4 don't rush you into risky decisions.



So... Why You?
Because you're smart, connected, and curious. But also, you're learning. You're new to credit cards, investing, or budgeting. 
That's not a weakness 4 it's just where you are right now. Scammers love that space. They know you might not ask for help, 
or might feel embarrassed if you're unsure.

Here's the deal: asking questions is smart. Trusting your gut is smart. And reading this guide? That's one of the smartest 
moves you can make.

Now let's learn how to protect yourself 4 so you never become someone else's story.



Eĝá«¾ä�µ� D���øa« F�µaµcp: L���ø aø ø�p Eµj ¾� 
ø�p TĀµµp«
Imagine this: You're out with friends. Someone covers the pizza. You say, "I'll send you my share." You don't pull out cash or 
write an IOU 4 you just tap an app. The payment's done in seconds. Easy, right?

Welcome to the world of digital finance 4 a place where money moves as fast as your Wi-Fi signal. It's not just about flashy 
apps and slick designs; it's about control, speed, and convenience. But here's the deal: if you don't understand how it works, 
it's also easy to make costly mistakes.

Think of digital finance like a high-speed train. It can take you far, fast 4 but you need to know which tracks to follow, and 
which ones to avoid.

M¾b�«p Wa««pøì & P2P Aááì
Fast and convenient payments between friends, but 
speed makes it easy to forget you're dealing with real 
money.

Oµ«�µp Baµ¨�µ� P«aø�¾ä³ì
Your account in your pocket 4 anywhere, anytime 
access, but convenience can breed carelessness.

BĀĞ N¾Ę, PaĞ Laøpä (BNPL)
Split payments into instalments, but easy instalments 
can make you spend more than you actually have.

CäĞáø¾cĀääpµc�pì & Eĝc�aµ�pì
24/7 investing with no borders, but super volatile with 
no safety net or insurance.

Digital finance doesn't have to be scary. It can empower you 4 helping you budget, save, invest, and build the future you 
want. But just like in gaming or sports, you need to learn the rules before jumping in.



Sca³ì Y¾Ā M���ø Spp: Däa³aø�c Sø¾ä�pì & L��p 
Lpìì¾µì
Scams are like actors in a long-running drama series. Each one plays a different role 4 some sweet, some scary, all 
convincing. But they all have the same goal: to trick you into giving up your money, your data, or your trust.

They don't come at you like movie villains with obvious bad vibes. They show up looking like helpful emails, romantic 
messages, urgent alerts, or too-good-to-be-true offers. They act fast, they use your emotions, and they count on one thing: 
that you'll react before you think.

In this chapter, we're going to introduce you to some of the most common scams out there. Not just with definitions 4 but 
with real-life inspired stories that show how these scams actually work, and what they can cost you. And most importantly 
4 how you can dodge them.



The Phishing Impostor
Story: Lena had just come home from school when she saw an email on her phone. "Your Revolut account has been frozen 
due to suspicious activity. Please log in to verify." The logo looked right. The colors looked right. Even the urgency felt real. 
She clicked the link and was taken to a site that looked identical to the real Revolut login page. She entered her email and 
password 4 twice, because it said "error." Thirty minutes later, she got a notification: "¬840 transferred to a foreign 
account." Her stomach dropped.

What happened? Lena had been "phished." That's when a scammer sends a fake message or email, pretending to be 
someone you trust 4 like a bank or app. They build a look-alike website to steal your login info.

Lesson: Always pause before clicking links in messages. If you get a suspicious alert, open the official app or type the 
website address yourself. Even one wrong letter in a URL (like revolutt.com) means you're in dangerous territory.



The Crypto Gold Rush
Story: Alex was already into crypto, but still new. On TikTok, he came across a flashy video with charts, dollar signs, and a 
confident influencer promising "100x gains" in a new coin called MoonRiseX. The link led to a Telegram group. The 
members hyped it constantly 4 screenshots of "wins," emojis, pressure to act fast. Alex invested ¬100. The price rose for 
two days. Then the group went silent. The website disappeared. The coin dropped to zero. It was a "pump-and-dump" 
scheme 4 where insiders hype up a coin, wait for outsiders to buy in, then sell off and vanish.

What happened? He got caught in a scam that uses FOMO (Fear of Missing Out). These groups make it seem like everyone 
is getting rich but you.

Lesson: If someone is promising fast money in crypto, especially through private chats, influencer posts, or flashy 
screenshots, be extremely cautious. If a community charges you to join or demands your wallet info 4 run.



T�p Sµpa¨Ğ SĀbìcä�áø�¾µ
Story: Maya was in a good mood 4 she'd just found a streaming service offering a free trial. She signed up in two clicks. 
The service was okay, but she forgot about it. Six weeks later, she checked her bank balance and noticed several ¬50 
charges. The free trial had ended, and she was now being billed monthly. The terms were buried in fine print, and canceling 
was harder than expected. By the time she stopped it, she'd lost ¬300.

What happened? Maya fell into a subscription trap. These traps often start with a "free trial" and switch to paid 
automatically. They count on you forgetting or missing the deadline.

Lesson: Always set a calendar reminder or phone alert when you start a free trial 4 at least 233 days before the 
deadline. And check reviews before you subscribe. If canceling is hidden or complicated, that's a red flag.



T�p E³pä�pµcĞ L¾aµ
Story: Sarah met Chris on a dating app. They texted for two weeks 4 he was funny, supportive, and seemed genuinely 
interested in her life. Then came the twist: he said he was stranded abroad, wallet stolen, and needed a ¬150 Amazon gift 
card to pay his hotel. She sent it, trusting it would be temporary. Then came another request. And another. Finally, when she 
asked to video call, he stopped replying.

What happened? Sarah was the victim of a romance scam 4 a con where someone pretends to build a relationship, then 
uses trust to ask for money.

Lesson: If someone you've never met in real life asks for money 4 even once 4 it's a serious warning sign. Real love 
doesn't come with a price tag.



T�p O���c�a« Päpøpµjpä
Story: Jenna received a call from someone claiming to be from a government scholarship office. "We noticed an issue with 
your ID number. If we can't confirm your details now, your award will be canceled." Panicked, she shared her full name, 
address, and partial ID number. Later, she called the real scholarship hotline 4 only to find out they never make calls like 
that. She had handed over personal info to a scammer.

What happened? This was a government impersonation scam. Scammers pretend to be from official institutions 4 tax 
offices, embassies, schools, even the police 4 to pressure you into acting fast.

Lesson: If someone claims to be from a serious institution and threatens you or pressures you to act quickly, step back. 
Take their name, hang up, and call the official number from the real website 4 not the one they give you.



Oø�pä Sca³ì ø¾ Kµ¾Ę
Gaming Scams: Fake giveaways, links for "free skins," or password reset requests from unknown accounts.

Lottery Scams: You "win" a prize you never entered, but have to pay a fee or tax to claim it.

Social Media Clones: A friend messages you from a new account 4 but it's actually a scammer who copied their photos 
and is trying to get you to send money or click a link.

These scams might all sound different 4 but they have something in common: they make you feel something strong 4 fear, 
excitement, trust, urgency 4 and use that emotion to get past your logic.

So next time something feels "off," take a breath. Don't rush. Ask yourself:

Does this make sense?

Do I know this person or organization?

Would I do this if I weren't feeling pressured?

Trust your gut, slow down, and double-check everything. It might save you hundreds 4 or even thousands 4 of euros and a 
whole lot of stress.



H¾Ę Sca³³päì H¾¾¨ Y¾Ā: Iµì�jp T�p�ä M�µjì
Scammers aren't just sitting around sending random messages, hoping something sticks. Nope. They've done their 
homework. They understand how people think, what emotions we feel, and what makes us act fast 4 especially when we're 
online and distracted.

Their goal? To get you to act before you think. Your goal? To understand their tricks so well that you spot the trap before 
you step in it.

In this chapter, we'll dig into the psychology behind scams 4 the mental shortcuts and emotional buttons scammers push 
to get you to hand over your money, your information, or even your identity. Once you see how they think, you'll start noticing 
the patterns everywhere 4 and you'll be ready.

Fpaä Tä���päì
"URGENT: Your account has been suspended!" Fear 
makes you go into "fight or flight" mode, reacting fast 
instead of thinking clearly.

Gäppj Tä���päì
"Earn ¬1,000 a week working from home!" They feed off 
your hopes, dreams, and financial stress with promises 
of easy money.

TäĀìø Tä���päì
Perfect copies of familiar brands and logos. Your brain 
is wired to trust familiar things, lowering your guard.

S¾c�a« Pä¾¾�
Fake comments and screenshots showing "everyone" 
is making money. Makes you feel like the odd one out if 
you don't join.



Sá¾øø�µ� ø�p Waäµ�µ� S��µì: A Dpøpcø�ėp'ì 
GĀ�jp
Let's say someone messages you out of the blue. The message seems official, the logo looks familiar, and they're asking 
for something small 4 just a password, or maybe a code. Nothing major, right?

But here's the thing: every scam leaves clues. You just need to know where to look.

Imagine you're a detective. A digital Sherlock Holmes. Every message, every email, every notification is a potential case. 
The good news? Scammers often get sloppy. They're in a rush to trick you, and that's where they slip up. If you know what 
to look for, you can spot the scam and shut it down 4 before it shuts you down.

Let's go clue-hunting.

Uä�pµø Laµ�Āa�p: Paµ�c Iì T�p�ä Wpaá¾µ
"Act now!" "Last chance!" "You have 24 hours to respond!" Scammers love urgency because it makes you stop 
thinking and start reacting.

Uµì¾«�c�øpj Rpac�-OĀøì: W�pµ Søäaµ�päì S«�jp Iµ
Messages from companies you didn't contact, unexpected prize notifications, or "customer support" contacting you 
through social media.

RpãĀpìøì �¾ä Spcäpøì: T�p Iµ�¾ Gäab
Emails asking for passwords, PINs, one-time codes, or ID numbers. No real service will ever ask for sensitive 
information by email or text.

Bä¾¨pµ Eµ�«�ì� & Ojj F¾ä³aøø�µ�
Weird sentence structure, spelling mistakes, or missing punctuation. Professional companies usually proofread 
their emails. However this has changed with AI and scammers  are getting more savvy.

M�ì³aøc�pj URLì: H�jjpµ Täaáì
Links that say one thing but take you somewhere else, or fake websites with slightly altered names like paypall.com.

Final Tip: When in doubt, take a few seconds and ask: Does this message make sense? Am I being rushed? Is it 
playing with my emotions? Can I verify this with the official source? Being suspicious doesn't make you rude 4 it 
makes you smart.



Simple Steps to Stay Safe: Your Daily Toolkit
You don't need to be a tech wizard to protect yourself online. In fact, most of the best security habits are simple, quick, and 
free. Think of them as part of your daily routine 4 just like brushing your teeth or locking your front door. They don't take 
long, but they protect what matters.

Here's your daily toolkit for staying scam-proof and stress-free.

01

PaììĘ¾äjì & Paììá�äaìpì: Y¾Āä F�äìø L�µp ¾� 
Dp�pµcp
Use long, unique passwords for each account. Avoid 
personal info like your name or "123456". Consider 
passphrases like: PurpleDragonBikesFly99!

02

TĘ¾-Facø¾ä AĀø�pµø�caø�¾µ (2FA): D¾Āb«p L¾c¨ 
Iø
Turn on 2FA for banking, email, and social media. Even if 
someone steals your password, they can't get in without the 
second step.

03

AĀø¾³aø�c Uájaøpì: Lpø Y¾Āä Tpc� Pä¾øpcø Y¾Ā
Enable automatic updates on your phone, apps, and 
computer. Updates fix holes that scammers exploit.

04

Sápµj�µ� A«päøì: Kppá Y¾Āä EĞpì ¾µ Y¾Āä 
Wa««pø
Turn on spending notifications for every transaction. If 
someone uses your account without permission, you'll know 
immediately.

05

Tä�a« Täac¨päì: D¾µ'ø Gpø Täaáápj bĞ Fäppb�pì
Create calendar reminders to cancel free trials at least 2 
days before billing starts. Use virtual cards when possible.

06

SpcĀäp NpøĘ¾ä¨ì: D¾µ'ø TäĀìø PĀb«�c W�-F�
Avoid public Wi-Fi for banking or shopping. Use mobile data 
or a trusted VPN for sensitive tasks.



Y¾Āä Ppäì¾µa« CĞbpä S��p«j

Søä¾µ�, Āµ�ãĀp áaììĘ¾äjì �¾ä pėpäĞ ì�øp

TĘ¾-Facø¾ä AĀø�pµø�caø�¾µ

TĘ¾-�acø¾ä aĀø�pµø�caø�¾µ Ę�päpėpä á¾ìì�b«p

C¾³³¾µ Spµìp Dp�pµcp

CaĀø�¾µ aµj c¾³³¾µ ìpµìp aì Ğ¾Āä jp�aĀ«ø ìpøø�µ�

SĞìøp³ Uájaøpì

AĀø¾³aø�c Āájaøpì ø¾ ¨ppá Ğ¾Āä jpė�cpì ì�aäá

F�µaµc�a« M¾µ�ø¾ä�µ�

A«päøì aµj äp³�µjpäì ø¾ øäac¨ Ğ¾Āä ³¾µpĞ

NpøĘ¾ä¨ SpcĀä�øĞ

Pä�ėaøp µpøĘ¾ä¨ì �¾ä ìpä�¾Āì bĀì�µpìì



Tpc� T¾¾«ì T�aø GĀaäj Y¾Āä Wa««pø: Y¾Āä D���øa« 
A««�pì
Good news 4 you don't have to fight scammers alone. There are smart tools built just for one job: protecting you. Think of 
them as your digital bodyguards. Pair them with the smart habits you learned in the last chapter, and you've got a serious 
defence system.

Tool What It Does Why It Helps You

Anti-Phishing Extensions (e.g., 
Netcraft)

Scans websites in your browser and 
blocks scam sites before you click.

Acts like a scam detector, warning you 
in real time if something's shady.

Password Managers (e.g., 
Bitwarden)

Creates and stores strong, unique 
passwords for each account.

Saves you from reusing weak 
passwords 4 and only fills them in on 
real sites.

Identity-Theft Monitors (e.g., 
Experian)

Searches the internet (and dark web) 
for your leaked info.

Alerts you if your email, ID, or data has 
been exposed, so you can react fast.

Secure Messaging Apps (e.g., 
Signal)

Encrypts messages so no one but you 
and your contact can read them.

Keeps your private chats truly private 
4 even the app company can't see 
them.

Learning Simulators (e.g., 
CyberAware Youth)

Lets you practice spotting scams in a 
safe, game-like format.

Builds real-world scam-detecting skills 
in a fun, risk-free way.

Each tool protects a different part of your online life. Use a few together, and it's like wearing a helmet, shield, and armour 
all at once. Small tools. Big peace of mind.



Real-Life Stories: When 
Things Go Wrong 4 and Right
The best lessons? They come from people who've been there. These stories 
aren't made up 4 they're based on real situations young people have faced. 
Sometimes things go wrong. But sometimes, smart moves make all the 
difference.



Lpaäµ�µ� �ä¾³ Rpa« Eĝápä�pµcpì

T�p Uµ�ėpäì�øĞ P¾äøa« Täaá

What happened: Jamal got a fake email saying he had to 
update his student login. The site looked legit 4 but it was 
a scam. The scammer collected his credentials.

What saved him: Minutes later, Jamal got a login alert he 
didn't recognise. He acted fast 4 changed his password, 
locked his account, and avoided any damage.

Takeaway: Pay attention to alerts. They're not annoying 4 
they're your early warning system.

T�p BNPL Dpbø Sá�äa«

What happened: Sara was using Buy Now, Pay Later 
services for clothes, tech, and even groceries. She lost 
track of payment dates. One missed payment turned into 
fees, then interest. Suddenly, she was overwhelmed.

What saved her: She stopped ignoring it. She called 
customer support, explained her situation, and set 
reminders for future due dates. The support team helped 
her combine payments and reduce the stress.

Takeaway: Facing financial problems early gives you more 
options. Reminders and open conversations can help you 
take back control.



W�¾'ì ¾µ Y¾Āä S�jp: T�p Sa�pøĞ Npø Bp��µj ø�p 
Scpµpì
You're in charge of your money, but you're not in this alone. There's a whole support system working quietly in the 
background to help you stay safe. Think of them as your personal backup team. They don't replace your responsibility, but 
they've got your back when things get rough.

Baµ¨ì & Caäj IììĀpäì
Behind the scenes, your bank's fraud 
team is always scanning for 
suspicious activity. If something looks 
wrong, they can freeze your card or 
alert you. Always report suspicious 
transactions quickly.

Aáá Dpėp«¾ápäì
The people who build your favourite 
apps release updates that fix bugs and 
patch security flaws. Think of these 
like software "vaccines" that protect 
your device. Be very wary however of 
which apps you download  as there are 
many scam apps 

Rp�Ā«aø¾äì
These are the rule-makers who ensure 
banks and companies play fair. You 
can escalate complaints to them if 
your issue isn't resolved fairly.

C¾µìĀ³pä-Pä¾øpcø�¾µ Gä¾Āáì
They're like watchdogs for the public, 
investigating scams, issuing warnings, 
and offering advice. Your go-to for 
clear, independent advice.

LaĘ Eµ�¾äcp³pµø
Police and cybercrime units handle big 
fraud operations. They rely on reports 
from people like you to build cases and 
stop criminals.

If something goes wrong, you're not helpless. You've got a team of tech experts, financial pros, and regulators ready to 
support you. You just need to know when 4 and how 4 to reach out.



W�päp ø¾ Gpø Hp«á: Ta¨�µ� Acø�¾µ
When you spot something sketchy 4 an unexpected charge, a suspicious message, or a login you didn't make 4 don't 
freeze. Take action fast. Every minute counts. The steps are simple, and they can make all the difference.

FäppĨp ¾ä B«¾c¨
Use your banking app to lock your card or stop a payment immediately. Can't access the app? Call customer 
service. Most banks have 24/7 fraud lines.

Rpá¾äø ø�p IììĀp
Tell your bank what happened. Contact your mobile provider, credit bureau, or app support too. If you've lost 
money or personal info, file a report with local authorities.

Rpìpø Y¾Āä Cäpjpµø�a«ì
Change your passwords 4 especially if you reused them on multiple sites. Update security settings and turn 
on two-factor authentication.

Spp¨ SĀáá¾äø
Don't try to handle everything alone. Talk to a trusted adult, friend, or school counsellor. Getting scammed can 
be stressful 4 and it's okay to need help.

Uìp O���c�a« Rpì¾Āäcpì
There are tons of trustworthy resources online that can guide you through reporting scams, recovering money, 
or securing your accounts.

Think of fraud like a small fire. If you act fast, you can put it out with a glass of water. But if you ignore it, it can burn 
through your finances 4 and your future. Taking quick action protects you and strengthens the safety net for everyone.


