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Financial Scams, Fraud
Prevention and Digital Finance

Digital finance may seem complicated and technologically advanced — how do you
avoid getting lost in a flood of apps, alerts, and passwords? Don't worry. With this
guide, you'll find a light at the end of the tunnel.

Every tap on your phone, every click on a payment link, sends ripples through your
finances. One wrong move could cost you time, money, or peace of mind.

Funded by the European Union. Views and opinions expressed are however those of the author(s) only and do
not necessarily reflect those of the European Union or the European Education and Culture Executive Agency
(EACEA). Neither the European Union nor EACEA can be held responsible for them.
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Why Scams Happen

Imagine you're hanging out with friends, scrolling your phone, and a message pops up:
"Urgent — your account has been locked! Click here to fix it." You feel your heart skip.
You click. It looks legit... until the money vanishes.

That's how fast scams can work. If you're between 15 and 24, you're more likely to be
targeted than almost any other group. Scammers know you're digital-first, active on
apps, testing out financial freedom, and often still learning how the system works.



Co-funded by @
the European Union oY)

YOUTHCENTS
The Promise The Reality
Bernard Madoff promised consistent Madoff wasn't actually investing. He
profits, no matter what. That felt safe used money from new investors to pay
and easy to thousands of investors, old ones. It's called a "Ponzi scheme."
charities, celebrities — even entire When it collapsed in 2008, people lost
banks. everything.

Lesson: Even fancy suits and official-looking statements don't prove something's
real. If returns seem too steady or too good, it's time to ask questions.
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The Enron Collapse

Enron was a huge energy company that faked its profits using clever accounting
tricks. The company looked amazing on paper. In reality, it was drowning in debt.
When the truth came out, it led to one of the biggest bankruptcies in history.

Thousands lost their jobs, savings, and pensions. The scandal showed that even big

brands can lie about their financial health.

[J Key Takeaway: Always look at how a company actually makes money — and
whether someone independent has verified it.
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Fake Charity Scams

Right after a big natural disaster, emotions run high. People want to help. That's when
fake charities show up with real photos, made-up names, and pressure tactics like

"Donate now — lives depend on it!"

They set up websites, use stolen logos, and send official-looking emails. But when you
donate, the money goes straight to a scammer's pocket.

Check Official Registers

0 fusam gzlnfmzt

Use official charity registers or review websites before you give — even if it's just iﬁ :‘h ?l}
{

a few pounds.

chARlTY

Verify Independently
130X

Don't rely on the charity's own website. Look for independent verification of their
work.
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The Nigerian Prince Email

This one's almost a meme. You get an email from a "prince"” who needs help moving
money out of his country. If you help, he'll reward you with a fortune.

B e e e

Believe it or not, these scams still work. Not because people are silly — but because P Ay~
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scammers use emotional language. They say things like, “I've chosen you because |

trust you." That feels good.

If someone promises easy money for doing nothing — or needs you to "pay a small
fee first" — it's 100% a scam.
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Romance Scams Crypto Hype Scams T
You meet someone on a dating app who An influencer shows screenshots of coinbase
seems perfect. They're supportive, kind, massive earnings from a new coin. i
and... suddenly in trouble. They ask for You're invited to join early. You invest.
money. Just this once. You care about Then the price crashes — because it
them, so you help. Then they ask again. was a setup. The scammers hyped it up,
Then they vanish. then sold whilst you bought in.

Whether it's love or money, if someone you just met online wants cash or crypto, be
cautious. Real relationships — and real investments — don't rush you into risky

decisions.
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Why Scammers Target You

Because you're smart, connected, and curious. But also, you're learning. You're new to
credit cards, investing, or budgeting. That's not a weakness — it's just where you are
right now.

Scammers love that space. They know you might not ask for help, or might feel
embarrassed if you're unsure.

Asking questions is smart

Never feel embarrassed about double-checking something that seems
suspicious.

Trusting your gut is smart

If something feels off, it probably is. Your instincts are valuable.

Learning protection is smart

Reading this guide is one of the smartest moves you can make.
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Digital Finance: Light at the End
of the Tunnel

Imagine this: You're out with friends. Someone covers the pizza. You say, "I'll send you
my share." You don't pull out cash or write an IOU — you just tap an app. The
payment's done in seconds.

Welcome to digital finance — where money moves as fast as your Wi-Fi signal. It's
about control, speed, and convenience. But if you don't understand how it works, it's

also easy to make costly mistakes.

Think of digital finance like a high-speed train. It can take you far, fast — but you
need to know which tracks to follow, and which ones to avoid.
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Mobile Wallets & P2P Apps

The moment you hit "Send,” your mobile wallet connects to your bank, verifies your identity,
sends a signal to your friend's app, and updates your balances on both ends — all in

seconds.
@
Fast and Convenient Security Risks
No cash required, perfect for splitting Weak passwords or unlocked phones
bills create vulnerabilities

Irreversible Transfers

Send to wrong contact? Money's often gone for good

Mobile wallets are like digital pockets. Would you leave your physical wallet lying around,
unlocked?

/’"“'"
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Online Banking Platforms

You can transfer funds, check balances, or even apply for financial products —
anywhere, anytime. Many apps offer spending breakdowns, real-time alerts, or even Al
budget tips.

But convenience can breed carelessness. Phishing scams often mimic real bank sites.
Public Wi-Fi can be unsafe for banking — cybercriminals can intercept your data.

[J Emma's Story: She received an email saying her bank account was
suspended. In a panic, she clicked the link and entered her login details. But
it was a fake site. Her account got emptied before she noticed.

Bottom line: Trust your app, not random links. Always double-check web addresses.
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Cryptocurrencies & Exchanges

You're scrolling social media and someone shares: "Invested £100 in this new coin, now it's worth £10,000!" You click the link, download a crypto app,
and start watching charts bounce like a roller coaster.

The Excitement The Reality Check
Anyone can invest with small amounts, no banks or borders, open Super volatile prices, irreversible transactions, many projects are
24/7. Feels cutting-edge with NFTs and the metaverse. scams in disguise ("rug pulls").

[J Lea's Story: She followed a TikTok influencer into a new coin promising "guaranteed gains." She transferred €200 worth of crypto. The next
day, the project vanished — and so did the coin.
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Staying on Track with Digital
Finance

Think of your digital financial life like a playlist: it works best when you're in control.

C)\ Be Curious but Cautious

Research before you commit. Understanding comes before investing.

O Use Security Settings

Strong passwords and privacy settings are your first line of defence.

—

|l Keep Learning

Ask questions before clicking "accept" or "send.” Knowledge is power.

®—> Trust Your Instinct

When something feels sketchy, pause. Your gut feeling is one of your best tools.

Digital finance can empower you — helping you budget, save, invest, and build the future you
want. But just like in gaming or sports, you need to learn the rules before jumping in.
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Common Scams: The Phishing Impostor

Lena had just come home from school when she saw an email on her phone. "Your Revolut account has been frozen due to suspicious activity.

Please log in to verify." The logo looked right. The colours looked right. Even the urgency felt real.

She clicked the link and was taken to a site that looked identical to the real Revolut login page. She entered her email and password — twice, because

it said "error." Thirty minutes later: "£840 transferred to a foreign account.”

What happened? Lena had been "phished." Scammers sent a fake message pretending to be someone she trusted, with a look-alike website to

steal her login info.

Lesson: Always pause before clicking links in messages. If you get a suspicious alert, open the official app or type the website address yourself.
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The Crypto Gold Rush Scam

Alex came across a flashy TikTok video with charts, dollar signs, and a confident influencer
promising "100x gains" in a new coin called MoonRiseX. The link led to a Telegram group where
members constantly hyped it with screenshots of "wins" and pressure to act fast.

Alex invested £100. The price rose for two days. Then the group went silent. The website
disappeared. The coin dropped to zero.

The Hook

1
Flashy promises and social proof
The Trap

2
FOMO pressure and fake community
The Exit

3

Scammers vanish with the money

Lesson: If someone promises fast money in crypto through private chats or influencer posts, be

extremely cautious.
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The Sneaky Subscription Trap

Maya found a streaming service offering a free trial. She signed up in two clicks. The
service was okay, but she forgot about it. Six weeks later, she noticed several £50
charges. The free trial had ended, and she was being billed monthly.

The terms were buried in fine print, and cancelling was harder than expected. By the
time she stopped it, she'd lost€300.

1 Day 1: Signs up for "free" trial

2 Week 2: Trial ends, billing begins
3 Week 6: Notices multiple charges
4 Week 8: Finally cancels, 300 lost

Lesson: Always set a calendar reminder when you start a free trial — at least 2—3 days

before the deadline.
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The Romance Scam Emergency

Sarah met Chris on a dating app. They texted for two weeks — he was funny,
supportive, and seemed genuinely interested in her life. Then came the twist: he said
he was stranded abroad, wallet stolen, and needed a €150 Amazon gift card to pay his
hotel.

She sent it, trusting it would be temporary. Then came another request. And another.
Finally, when she asked to video call, he stopped replying.

Romance scams use trust to ask for money. Real love doesn't come with a price
tag.

Lesson: If someone you've never met in real life asks for money — even once — it's a
serious warning sign.
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The Official Pretender

Jenna received a call from someone claiming to be from a government scholarship office. "We noticed an issue with your ID number. If we can't
confirm your details now, your award will be cancelled." Panicked, she shared her full name, address, and partial ID number.

Later, she called the real scholarship hotline — only to find out they never make calls like that. She had handed over personal info to a scammer.

The Pressure The Impersonation The Information Grab
Urgent threats about losing benefits or Claiming to be from official institutions Requesting personal details "for
awards verification"

Lesson: If someone claims to be from a serious institution and pressures you, take their name, hang up, and call the official number from the real
website.
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How Scammers Hook You: Fear Triggers

Fear is a powerful emotion. When you're scared about losing access to your money, grades, or social media, you go into "fight or flight" mode. Your

brain tries to react fast, instead of thinking clearly.

What Fear Looks Like Nico's Experience How to Beat It
"URGENT: Your account has been He received a text about someone trying When something feels urgent, slow down.
suspended” to withdraw £500. The link led to a fake Ask: Is this how my bank usually contacts
site. He panicked, clicked, and entered his me? Can | confirm this by logging into the

"This is your final warning"
login info. The real scam started after app directly?

"Suspicious login detected"
that.
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Greed Triggers: Too Good to Be True

Who doesn't want easy money? Especially when you're a student, juggling part-time work, or saving up for something important. Scammers feed off

your hopes, dreams, and financial stress.

What Greed Looks Like Daria's Story
"Earn €1,000 a week working from home" She found an ad promising investment coaching for young people. She
"Invest €100 today — make€10,000 by Friday" joined a group, paid for "exclusive tips," and was encouraged to invest in

a startup. Two weeks later, everything vanished. She'd lost €250.
"Get rich with this one simple crypto trick" P ything

If this is such a good opportunity, why are they advertising it to strangers? Good investments take time and research.
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Trust & Social Proof Triggers

Your brain is wired to trust familiar things. Scammers copy real brands down to the smallest detail. They also create fake comments and bots to make it seem

like everyone is making money.

Visual Mimicry Fake Social Proof

.
) Dozens of glowing comments and success
Perfect copies of logos, colours, and layouts % )
stories
: > Emotional Connection
False Security
Making you feel like you belong or are missin
Using trusted names and official-looking emails tﬁ; ; 9y d ° J

ou

Adam's Experience: He got an email that looked like it was from his university asking to update his password. The design was perfect, but the real address ends

in .edu. By the time he realised, his account was compromised.
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Language

Scammers love urgency because it makes you stop thinking and start reacting. They know if they can
make you feel like time is running out, you'll act fast — and skip double-checking.

Red Flag Phrases

. "Act now!"
. “"Last chance!"

"You have 24 hours to respond"”

Jan's Experience

She received a message about a parcel that couldn't be delivered unless she paid a "customs fee."
The countdown timer made her panic and click. There was no parcel.

Your Detective Move

Take a breath. Ask: Why the rush? If something is truly urgent, you'll still be able to confirm it
through the official app.
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More Warning Signs to Watch For

Broken English & Odd
Formatting

Sloppy writing could be a clue

something isn't right. However
with Al it is now unlikely and
scams can include very
professional writing

Mismatched URLs

Links that say one thing but take
you somewhere else. Fake
websites with slightly altered
names like "paypall.com”.

Unsolicited Reach-Outs

Messages from companies you
didn't contact, unexpected prize
notifications, or "customer
support” through social media.

YOUTHCENTS

Requests for Secrets

No real service will ever ask for
your password, PIN, or ID number
by email, text, or social media.

Ever.
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You don't need to be a tech wizard to protect yourself online. Most of the best security habits are simple, quick, and free. Think of them as part of your daily routine — just like brushing

your teeth.
Strong Passwords Two-Factor Authentication
Use long, unique passwords for each account. Consider passphrases like: Turn on 2FA for banking, email, and social media. It's like having two locks on your
PurpleDragonBikesFly99! door.
Automatic Updates Spending Alerts
Enable automatic updates on your devices. Updates fix holes that scammers exploit. Turn on notifications for every transaction. You'll know immediately if someone uses

your account.

(=%
e

Trial Trackers Secure Networks

Set calendar reminders to cancel free trials before billing starts. Avoid public Wi-Fi for banking. Use mobile data or a trusted VPN instead.
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Tech Tools That Guard Your Wallet

You don't have to fight scammers alone. There are smart tools built just for protecting you. Think of them as your digital bodyguards.

Tool What It Does Why It Helps

Anti-Phishing Extensions Scans websites and blocks scam sites before Acts like a scam detector, warning you in real
you click time

Password Managers Creates and stores strong, unique passwords Saves you from reusing weak passwords

Identity-Theft Monitors Searches the internet for your leaked info Alerts you if your data has been exposed

Secure Messaging Apps Encrypts messages so only you can read them Keeps your private chats truly private

Learning Simulators Lets you practice spotting scams safely Builds scam-detecting skills risk-free

Each tool protects a different part of your online life. Use a few together, and it's like wearing a helmet, shield, and armour all at once.
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Real-Life Stories: Learning from

Experience

The University Portal Trap

What happened: Jamal got a fake email
about updating his student login. The
site looked legit — but it was a scam.

What saved him: He got a login alert he
didn't recognise. He acted fast —
changed his password and locked his

account.

Takeaway: Pay attention to alerts.
They're your early warning system.

The BNPL Debt Spiral

What happened: Sara was using Buy
Now, Pay Later for everything. She lost
track of payment dates and fees started

stacking up.

What saved her: She called customer
support, explained her situation, and set
up reminders for future payments.

Takeaway: Facing financial problems
early gives you more options.
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Your Support Network

You're in charge of your money, but you're not in this alone. There's a whole support system working quietly in the background to help you stay safe.

App Developers

Genuine apps Release security updates that fix
Banks & Card Issuers bugs and patch vulnerabilities. Yet there are
Fraud teams scan for suspicious activity and @ many fake apps that trap you into giving card

can freeze accounts or refund money {E} details and are a gateway to your phone

Regulators

e

Make sure companies play fair and help

q,

ot resolve complaints
Law Enforcement
Handle big fraud operations and build cases Consumer Protection
from your reports Investigate scams, issue warnings, and offer

independent advice

If something goes wrong, you're not helpless. You've got a team of experts ready to support you.
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Taking Action When Things Go Wrong YOUTHCENTS

When you spot something sketchy — an unexpected charge, suspicious message, or login you didn't make — don't freeze. Take action fast. Every minute counts.

Freeze or Block

Use your banking app to lock your card immediately. Can't access the app? Call customer service. Most banks have 24/7 fraud lines.

Report the Issue

Tell your bank what happened. Contact your mobile provider or app support too. File a report with local authorities if you've lost money or personal info.

Reset Your Credentials

Change your passwords — especially if you reused them. Update security settings and turn on two-factor authentication.

Seek Support

Don't handle everything alone. Talk to a trusted adult, friend, or school counsellor. Getting scammed can be stressful.

Use Official Resources

Government websites and consumer protection groups can guide you through reporting scams and recovering money.

Think of fraud like a small fire. If you act fast, you can put it out with a glass of water. But if you ignore it, it can burn through your finances — and your future.



